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Access the Single Sign-On (SSO) section of the Account module to implement single sign-on authentication and manage your
domains on the CloudBlue Connect platform. This section provides a comprehensive set of settings that can be increasingly
helpful for security departments and Chief Information Security Officers (CISO). The following outlines the SSO concept and

provides instructions on how to successfully configure a SSO domain on the Connect platform.

Why SSO is Important?

Single Sign-On represents a centralized session and user authentication scheme in which same credentials can be used to login
into the CloudBlue Connect platform along with other services and systems. Thus, the SSO schema can be greatly beneficial for
companies. For example, SSO reduces password fatigue and drastically improves security across organizations.

It is important to note that each organization often includes security policies that can be incompatible with the policies of

another organization. The following diagrams showcase such examples:
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These diagrams introduce Connect accounts (A, B, and C) that collaborate by using the Connect platform. Each account
incorporates own password policy that contradicts with the policies of other accounts. For example, CISO A doesn’t allow using
special symbols, while CISO B requires to include at least one special symbol to a password. In addition, CISO C doesn't allow
specifying any passwords to begin with. Note that certain users (such as User 3 and User 7) often belong to multiple Connect
account. Therefore, deploying the SSO schema can be essential for many business scenarios.

Note that one Connect account can also include several domains. In addition, multiple Connect accounts can also belong to the
same domain. Follow the instructions below to configure your domain for SSO authorization.

Adding Domains

Access the Single Sign-On section from the Accounts module. Thereafter, click Add Domain to specify your authentication
domain on the Connect platform.
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Specify your domain in the following form and click the Add button. Once your domain is successfully added, the system assigns
the Verifying status to your domain instance. It is necessary to verify your domain as described below.
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Domain Verification

Validate the ownership of your added domain by creating a DNS Record. Your DNS record should contain specific values that
are provided within the Domain Details screen. The following steps showcase how to access required values and verify your

domain:
1. Click on your domain to access the Domain Details screen.
2. Create a TXT DNS record that should be named as it is displayed in the Domain Settings tab.
3. Copy-paste the provided Value to your created TXT record.
4. Click the Verify button at the top-right corner of the Domain Details screen.
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As a result, the system assigns the Verified status to your domain once the verification operation is complete. Otherwise, the
system may return an error.

s

General Recommendations

In case the system returns an error, make sure that your specified values are correct.
Furthermore, note that DNS changes can take a while to be applied. It is recommended to
wait a few hours, reopen your domain and try to verify it again. If the system still fails the
verification operation, try to add a different DNS TXT record.

In addition, once your domain is verified successfully, it is highly recommended to
systematically reverify your domain on Connect platform in order to prevent possible
issues with your SSO authorization.
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Default Auth Modes

Once your domain is successfully verified, the Connect platform allows changing your default authentication modes. These
default authentication modes represent using the Built-In authentication page and using the external SAML-based
authentication.

Built-In vs. SAML-based auth modes

In case the Built-In mode is selected, the system uses the built-in authentication page.
Therefore, your users will be asked to provide their passwords for authentication. Users
that don’t have passwords will be asked to assign them for the first use.

If the SAML-based mode is selected, the system uses the external SAML-based
authentication. Thus, your users will not be able to manage their passwords via the Profile
page and reset their passwords. Such operations should be performed by contacting
external system administrators.

Note that users that are assigned to the Exclusions List will not follow the selected
authentication mode. Such users should be managed via the Exclusions List tab of the
Domain Details screen.

The system requires to provide required configurations within the SAML Settings before switching your default mode. Once all
required configurations are presented, switch your authorization mode as follows:
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1. Click the Change Default Auth Mode button at the top-right corner of the Domain Details screen.
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Change Domain Default Authentication Mode — Step 1

© ~uth Mode

Review

Default Domain Authentication Mode

Built-in
(O The system will use the bulti-in authentication page. Users will be asked to
provide their assigned passwords 1o this page for authentication.

SAML

@ The system will use the external SAML-based authentication. Users can
manage their passwords only by using the external system.

CANCEL NEXT

Change Domain Default Authentication Mode — Step 2

~ Auth Mode

© review

| A Avre you sure you want to change default auth mode to SAML?

Please review your changes

You're about to change default ication mode of the eom domain
from Built-In to SAML.

This change will instantly affect all users on that domain: the next time they
authenticate, external SAML-based authentication will be used. Users will also no
longer be able to manage their passwords at their Profile pages and/or reset their
passwords.

Please note that users explicitly assigned to the exclusions list do not follow default
policy and need to be managed separately.

Click Change when you're ready to perform this change.

- -

2. Thereafter, select your default authorization mode by using the following wizard.

3. The system allows reviewing the selected mode. Confirm your decision by clicking the Change button.

As a result, the system will successfully change your default authentication mode.
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SAML Settings

The Security Markup Language (SAML) settings are available once your domain is successfully verified. Navigate to the SAML
Settings tab from the Domain Details screen to access the following data and configuration options:

Service Provider Details
The SAML Settings tab allows you to view the Service Provider details that are used to handle SAML assertions. Service Provider

represents the CloudBlue Connect platform. Thus, the system provides a quick access to the following details:
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Entity ID: Displays the Service Provider Entity ID URL.
Single Sign-On Service URL: Specifies the SSO Service URL, its binding and assertions.
Single Logout Service URL: Provides the Single Logout service URL and its binding.

SP Certificate File: Download the Service Provider certificate file by using this link.

SP Metadata File: Access the Service Provider metadata file by using this link.

Information

Note that Service Provider metadata differs for each verified domain.
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Identity Provider Details

The SAML Settings tab enables you to access and change the identity provider details. Click the Edit button to launch a wizard
and specify your selected identity provider details.

o

Azure Active Directory Example

You can use Azure Active Directory as your Identity Provider. Refer to the Azure Active
Directory documentation for instructions on how to use your configured Active Directory as
SSO domain on the Connect platform.
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Edit Identity Provider Details

Data Fill

(®) Upload Metadata XML

Drag file here or ¢

O Manually

CANCEL SAVE

Edit Identity Provider Details

Data Fill

(O Upload Metadata XML
(® Manually

Issuer (Entity ID)

https:/fokta.com/fh298734y23iu4h23iudh

Single Sign On Service URL

https:/fcloudblue.com/login
ding: HTTP-Redirect

Single Logout Service URL (optional)
https://cloudblue.com/logout
wding: HTTP-Redirect

IDP Certificate File
MIIGBzCCA++gAwIBAgIURAPS1RJghBaZdehNzzBkgsnMeCswDQYJKoZIhveN
AQELBQAwGZIxCzAJBgNVBAYTALJVMOBwDOYDVOQIDAZND3N jb3cxDzANBGNY
BACMBK1vcZNvdzELMAKGATUECGWCSUBXE j AQBGNVEBASMCUNSb3VKYmx1ZTEU
MBIGA1UEAwWLK1 5] bmNBLmluZmExK jAoBgkqhk 169wOBCOENG2Nvbm51Y30t

b3BzQG1uZ3JhbW1pY3JvLmNvbTAeFwlyMTA1 MDCwNZOXNDdaFwByNDATMDYw
a79yK+/2BKt/gloLQSG6gzud=

E CANCEL SAVE

Upload a metadata XML file with your specified identity provider values. Alternatively, select the manual option to specify
required details by using the provided form.

e Issuer (Entity ID): Specify the issuer in this field. This value should contain the Entity ID URL.
e SSO Service URL: Enter your Single Sign-On URL in this field.
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¢ Single Logout Service URL: Enter your Single Logout Service URL (if supported).
¢ IDP Certificate File: Provide the Identity Provider certificate in the PEM format (base64 encoded)

Note that the Connect platform supports only the HTTP-Redirect binding for the Identity Provider (IDP) setup. Once your file is
uploaded or the provided form is filled out, click the Save button to save your adjustments.

Users Management

The SAML Settings tab is used to configure mapping between external users via the SAML assertion attributes. Namely, it is
required to specify SAML attribute names for External ID and Email. Connect users can also specify Full Name attribute if
necessary. Furthermore, this tab allows specifying password recovery links and other password management notifications for the
external SAML authentication.

_____ — o Mighty Mick's LLC ’
CloudBlue 3£ Setings v a 0Q M. a
Settings < Domain Details @ VERIFY /' CHANGE DEFAULT AUTH MODE

E fene Domain Status Default Auth Mode

cloudblue.com @ Verified Built-In
44 Users \-863-4

B o
DOMAIN SETTINGS M N EXCLUSIONS LIST DETAILS

B«
GD Link

Users Management

e mapping between external users using ML assertion attribute
Netification External ID uid /
57 Repor Emai © o st ’
I stable e

H: Full Name .(op(-onal) ’
@ AuditTr

Password Management Notice

Your password is managed externally, please visit ht to change your password  #

or contact your support team
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Edit User Attribute Mapping

User Attribute

External ID
Jnique identif

SAML Attribute name

uid

CANCEL

Click on the edit icon next user attribute to change its SAML attribute name. In addition, click on the edit icon under Password
Management Notice to provide a required message or password management instructions for the SAML-based authentication.

Groups Management

The SAML Settings tab allows enabling and configuring automated groups assignment for your users. Namely, the groups
management feature is especially helpful to automatically map your new users to required groups on Connect. Once your
domain is successfully verified, click the Change Status button and switch Enable Groups Mapping on to activate the groups
management.
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In case the group management is enabled, use the corresponding edit icon to change the SAML Attribute Name for your group
attributes. This attribute name is required to define your URI address for SAML assertions. For example, this may include your
group claim from Azure Active Directory.

In addition, the provided interface also enables you to map user groups within your IDP to user groups of your Connect account.
Namely, you can assign external identifiers to your account groups by using the corresponding edit icons. For instance, your
assigned external IDs may represent email addresses of your users.

A

Warning

Note that your IDP cannot be used to manage your groups on the Connect platform. Your
Connect groups will not be automatically created or removed within your IDP. Thus, in
case it is necessary to remove your group from the mapping operations, you can simply
remove its external ID.

Furthermore, new users that are presented within your IDP and that are not registered on
Connect will be signed into the Connect platform in the restricted mode.

Exclusions List

Access the Exclusions List tab to add users that will use your specified authentication mode, regardless of your default
authentication mode. Therefore, the system allows combining both authentication modes and assign specific mode for certain
users. Note that using the exclusions list is available only if your domain is successfully verified.
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Information

Switching to the SAML-based authorization mode requires to have at least one user in the
Exclusions list with the Built-In authentication. Therefore, in case of an error with your SSO
system, you will have access to the Connect platform as this user.

It is also recommended to add one or several users to the Exceptions list to test out your
SSO system. Thereafter, you can safely switch your domain from the Built-In mode to the
SAML mode.

L Mighty Mick's LLC .
CloudBlue 4 Q M. Distributor - Robert Balboa
Settings <  Domain Details © VERIFY

E fene Domain Status Default Auth Mode

cloudblue.com @ Verified Built-In

B
DOMAIN SETTINGS SAML SETTINGS E L DETAILS
B8 ¢
&  Link The following list of users will use the specified authentication mode, regardless of the domain defaults.
B s C ReFRESH [+ ao0 |
- . USER AUTH MOE
Christopher Hicks &, & terrahamilton@example.com Built-in
) Frank Bowen anthony.hoffman@cloudblue.com SAML
r 10 ~
@ AL
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Add Domain User Exclusion Policy

Authentication Mode

) User will use buil-in of
authentication defaults

Built-in

SAML

O User will use SAML authentication method regardiess of the domain
authentication defaults.

Q

John Doe John Doe@cloudblue.com ®

Leslie Ball logan hopkins@cioudblue. com

Halgm Begrom anthony hoffman@cloudblue.com

Luchls Leonerd levi wagner@cloudblue com

Bobbie Amold ralph phillips@cioudblue com

Becky Long

pamela.foster@cloudblue.com

Darve Getich greg neal@cloudblue com

OO0 00 0O 0 0

Allan Stewart debbie.baker@cloudblue.com

CANCEL

Click the Add button to add new users to the Exclusions List. Specify a required authentication mode and select required users
from the list. Thereafter, click the Save button to save your adjustments.

In case you need to remove a user from the Exclusions List. Click on the vertical ellipsis ( i ) icon next to your selected user from
the Exclusions List tab. Thereafter, click the Remove button to remove this user from the list.

Details

The Details tab displays your domain description. Edit the domain description by clicking on the corresponding edit icon. In
addition, use this tab to review your domain creation, update and verification operation time and date.
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N 5
CloudBlue Pl
Settings <« Domain Details © VERIFY  / CHANGE DEFAULT AUTH MODE
B e Domain Status Default Auth Mode
cloudblue.com @ Verified Built-In
& Users IM-863-428
B o
DOMAIN SETTINGS SAML SETTINGS EXCLUSIONS LIST
B contacts
& Description
> k

The following represents a tutorial domain. #

Created Verified Updated
01/01/2020 20:20 23/12/2020 06:58 23/12/2020 06:58
“¥ Reports ‘ e o e o
@  Audit Trai
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