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Azure Active Directory represents an Identity and Access Management as a service (IDaaS) solution that can be used as your
Single Sign-On domain on the CloudBlue Connect platform.

The following provides instructions on how to deploy your configured Azure Active Directory on the Connect platform. The
guidelines below also showcase how to create a new Active Directory on the Microsoft Azure portal, how to successfully
configure your Azure enterprise application, and more.

Active Directory Creation

Create your Azure Active Directory via the Microsoft Azure Portal as described below. Skip to Connect Domain Verification in case
your Active Directory and custom domain are already configured on the Microsoft Azure portal.

By creating an Active Directory, the Microsoft Azure portal requires you to specify your tenant details. A tenant represents an
organization and dedicated instance of Azure AD. The following steps showcase how to successfully create a new Azure Active
Directory and configure your new tenant:

= Microsoft Azure £ Search resources, services, and docs (G+/)

2

Azure services

+ |l BB ® = @ © # % o

Create a Quickstart Virtual App Services Storage SQL databases Azure Cosmos Kubernetes Function App
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? Subscriptions #) Resource groups EEE All resources Efl ashboard
Tools
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[ App Store

Step 1
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Step 2

Home Create a resource Marketplace >

Azure Active Directory =

Microsoft

Azure Active Directory o s

Microsoft

N

0.0 (0 ratings)

Overview Plans  Usage Information + Support  Reviews

Azure Active Directory is an Identity and Access Management as a service (IDaas) solution that extends your on-premises directories into the clowd and provides single sign-
on to Azure, Office 365 and thousands of doud (5325) apps and access to web apps you run on-premises.

EBuilt for ease of use, Azure Active Directory enables enterprise mobility and collaboration and delivers advanced identity protection through multi-factor authentication (MFa),

July 16, 2024

security reports, audits, alerts and adaptive conditional access policies based on device health, user location and risk level.

Mare offers from Microsoft
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Step 3
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Home > Azure Active Directory

Create a tenant

Azure Active Direetory

*Basics " Configuration Review + create

Azure Active Directory and Azure Active Directory (B2C) enable users to access applications published by your organization, and share same administration experiences. Learn more

Tenant type

0 You must have 2 subscription in order to create an Azure Active Directory (B2C) directory.
Select a tenant type * (®) Azure Active Directory

Help me choose.

onfiguration >

Step 4

ey

Home > Azure Active Directory

Create a tenant X

Azure Active Directory

*Basics *Configuration  Review + create

Directory details

Configure your new directory

Organization name * @ I Front Street Inc JJ

Initial domain name * @ | frontstreetine v]

frontstreetinc.onmicrosoft.com

Country/Region O | United States w

@ Ditacenter location - United States

Datacenter location is based on the country/region selected above.

[ < previous ][ et Review + creae >

Step 5
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Create a tenant - X

*Basics "Configuration  Review + create

Summary

Basics

Tenant type Azure Active Directory
Configuration

Organizaticn name Front Street Inc
nitial domain name frontstreetinc.onmicrosoft.com
Country/Region

Datacenter location

m  Previous

Step 6

Click the Create New Resource button from the Microsoft Azure portal.

Locate Azure Active Directory from the provided list.

Click the Create button once Azure Active Directory is located successfully.

The portal prompts you to select a tenant type. Specify your required type and click Next: Configuration to continue.

vk W

Specify your organization name, initial domain name, and country/region in the following Configuration form. Click
Next: Review + create to continue.
6. Once your configured tenant validation is passed, click the Create button to finalize your Active Directory creation.

Therefore, the Azure portal starts to process your tenant configuration. In case this processing is successfully complete, the
Azure portal allows you to access your created Active Directory.

Azure Custom Domain
Verify your domain name within your Azure Active Directory. Skip to Connect Domain Verification in case your custom domain is

already configured on the Microsoft Azure portal.

Follow the steps below to add your custom domain to your Azure Active Directory and successfully verify it.

July 16, 2024 © Ingram Micro, Inc. All Rights Reserved. Page 4 of 24


https://connect.cloudblue.com/wp-content/uploads/2021/07/azure5.png
https://connect.cloudblue.com/wp-content/uploads/2021/07/azure5.png
https://connect.cloudblue.com/community/modules/account/single-sign-on/azure-active-directory/#Connect_Domain_Verification
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/single-sign-on/
https://connect.cloudblue.com/community/modules/account/single-sign-on/
https://connect.cloudblue.com/community/modules/account/single-sign-on/azure-active-directory/
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/single-sign-on/

_ Documentation > Modules > Account Settings > Single Sign-On > Azure Active Directory

CloudBlue

e vl

Home Front Street Inc

[=] Front Street Inc | Custom domain names - X

Azure Active Directory
“ + Add custom domain | () Refresh X Troubleshoot | == Columns & Got feedback?
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| F search domains +v Add filters
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¥ Password reset
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L User settings
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Step 1

Home > Front Street Inc Custom domain na... «
[=] Front Street Inc | Custom domain names - Front Street Inc

Azure Active Directory

Custom domain name * (3

« Columns | & Got feedback? frontstreet.com v

+ Add custom domain () Refresh X Troubleshoot

LW Devices

& App registrations
@ Locking 10 move an on-premises application ta the cloud and use Azure Active Directory Domain Services?

{2 identity Governance

B Application proxy
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# Azure AD Connect
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Step 2
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tom ront Street

frontstreet.com
Delete o7 Got feedback?

com with your Azure AD, create a new TXT record with your domain

Record type (__TXT S

Alias or host name [ [s]
Destination or points to address MS=ms69494305 Q
TTL 3600 D

e settir aema
Verification will not succeed until you have configured your domain with your registrar as
descnbed above.

Step 3 &4

Access the Custom Domain Names section from the left-hand panel of your created Azure Active Domain.

Click the Add custom domain button to specify your domain name.

Enter your domain to the appeared form and click the Add domain button.

The Azure portal prompts you to specify create a new TXT record with your domain name registrar using the provided
information. Click Verify once your TXT with required information is successfully created.

H w =

As a result, the Azure portal starts to process your domain configuration. If this processing is complete, the Azure portal will
successfully verify your added domain.

Connect Domain Verification
Create a domain on the CloudBlue Connect platform. Once your domain instance is created, Connect prompts users to create a

domain verification record via the domain details screen.

Create an Azure Active Directory record set with required data as follows:
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CloudBlue 3= Setings v A O M. Dirvotor
Settings &« Domain details @ @ VERIFY :
B cenenl Domain Status Default auth mode
frontstreetinc.onmicrosoft.com © Verifying -
45 Users DOM-38 327
B Grouwps
DOMAIN SETTINGS  SAML SETTINGS  EXCLUSIONS LIST  DETAILS
E Conlacts
Gd Links Domain Verification Record
Helpdesk
P Helpdes NAME TYPE  VALUE
¥ Reports cloudblue.frontstreetinc.onmicrosoft.com  TXT connect=a670a22b10401752bb63ad1bc7dc502b3 ]
B2 single Signon

Step 1

Microsoft Azure ® Upgradel P search resources, services, and docs (G+/)

Home > Microsoft.DnsZon 12

(o) frontstreetinc.com = - X

| 2 search e+ | + childzone —> Move »» [§ Deletezone () Refresh

Q@ overview ~ Essentials R
B Activity log

82 Access control (1AM)

& Togs

P Diagnose and solve problems

Settings
m
Il Properties )
B Locks .
@ vou can search for record sets that have been loaded on this page. If you don't see what you're looking for, you can try serolling to allow mare record sets to load.
Monitoring -
2 search record sets
B plerts
Name Type m Value Alias resource type Alias target
Wl Metrics
Automation e NS
o X
wan Tasks (preview)
¥ Export template
-] SOA

Support + troubleshooting

& New support request

Step 2
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Add record set X
(o) frontstreetinc.com = - frontstreetinc.com
e Name
- Recordset = Childzone —> Move ~ ) Refresh cloudblue frontstreetinc.onmicrosoft.com \/l

© ovenview
E Activity log
"2, Access control (JAM)

@ Tags

2 Diagnose and solve problems
Settings

Il Properties

8 Locks

Monitoring

R aerts

il Metrics

Automation

i Tasks (preview)

= Export template

Support + troubleshooting

2 New support request

CloudBlue

.frontstreetinc.com

# Essentials

Type
TXT - Text record type v |
™ * TIL unit
| [ Hours ~
Value
connect=a670a22b10401752bb63ad 1bcTdc502b3 TH] ===
The quick brown fox jumps over the lazy dog.

@ vou can search for record sets that have been loaded on this page. If you don't see what you're

O Search record sets

Name Type m Value
-] NS 172800
@ SOA 3600

Step 3 &4

s W

Settings

E General

-
as Users

B Groups
E Contacts
G Links
!' Helpdesk
< Reports

I single Signon

< Domain details @

Domain Status Default auth mode
frontstreet. onmicrosoft.com O Verifying -
DOMAIN SETTINGS  SAML SETTINGS  EXCLUSIONS LIST  DETAILS

Domain Verification Record

r ORder 10 VaRJEtE ownership Of rontstrest oNMICIOSOTLCOM, you Must

NAME TYPE VALUE

cloudblue. frontstreet.onmicrosoftcom  TXT connect=2888cc52b7b1a5e67705b7febs2988a611d92da 1)

Step 5

1. Copy your provided domain and value from the Domain Settings tab on Connect.
2. Create a new Record Set within the DNS zone section on the Microsoft Azure portal.
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3. Paste your copied domain and value to the appeared form. Note that it is also necessary to specify a record type as
displayed within Domain Settings on Connect.

4. Click OK to save your record configurations.

5. Verify your domain on the Connect platform by clicking the Verify button at the top right corner of your domain details
screen.

Thus, the system should successfully verify your domain instance on the Connect platform. Note, however, that sometimes DNS
changes can take a while to appear. Please wait a few hours, then reopen your domain instance and try to verify it again. In case
the verification operation keeps failing, try to add a different DNS TXT record and make sure that all provided values are correct.

One Domain & Multiple Accounts

In case you have the same domain for two different Connect accounts (e.g., one domain
for Vendors and Distributors), it is required to add two DNS records for each domain
instance on the Connect platform.

Enterprise Application

In case your Active Directory is successfully configured and your domain is successfully on the Connect platform , it is necessary
to define your single sign-on system via the Enterprise applications section on the Microsoft Azure portal and upload your
Connect Service Provider metadata and certificate files to the Azure portal. The following instructions showcase how to perform
the aforementioned operations:

[ = aoonae [ g ®a 2 g

z2z Enterprise applications | All applications - X

Overview

0 Overview
X Diagnose and solve problems lications stat Application visibil
v ] [any v
Manage
B Al applcations First S0 shown, 1o search all of your applications, enter a display name o the apphcation ID
B Application proxy Name Homepage URL Object ID Application 1D
& User settings Didn't find what you're looking for? Click 'Add" above to add a new application
Security
% Conditional Access

@ Consent and permissions

Activity

Step 1
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Home

Browse Azure AD Gallery - b

+ Create your own application |00 Request new gallery spp & Got feedback?

@ Youre in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —

| P Search application Single Sign-on : All User Account Management : All Categories : All
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle

aws
S—
Google Cloud

Step 2

Home Create your own application x
Browse Azure AD Gallery

‘What's the name of your app?

+ Creste your own application (D Request new gallery £P Got feedback?
" " seEERE | Tutorial 550 App |

You're in the new and improved ay allery experience. Click here to switch back to the legacy a) jallery experience. . o "
o P PP gy spe= Sy Spp gty e What are you locking to do with your application?

(O configure Application Proxy for secure remote access to an on-premises application

| A+ Search application Single Sign-on : All User Account Management : O Register an application to integrate with Azure AD (App you're developing)
(®) Integrate any other application you don't find in the gallery (Non-gallery)
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform

dws
N—1
Google Cloud

Create

Step 3

July 16, 2024 © Ingram Micro, Inc. All Rights Reserved. Page 10 of 24


https://connect.cloudblue.com/wp-content/uploads/2021/07/newapp2.png
https://connect.cloudblue.com/wp-content/uploads/2021/07/newapp2.png
https://connect.cloudblue.com/wp-content/uploads/2021/07/newapp3.png
https://connect.cloudblue.com/wp-content/uploads/2021/07/newapp3.png
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/single-sign-on/
https://connect.cloudblue.com/community/modules/account/single-sign-on/
https://connect.cloudblue.com/community/modules/account/single-sign-on/azure-active-directory/
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/single-sign-on/

_ Documentation > Modules > Account Settings > Single Sign-On > Azure Active Directory

CloudBlue

e vl

Home > Browse Azure AD Gallery

Tutorial SSO App | Overview - b

Enterprise Application
« .
B Overview Properties
[ Deployment Plan n Name (D)
Tutorial SSO Ay
Manage | Tutor: PP o]
i Properties Appication ©
g [ 7027297d-7222 i) ‘
& Owners S
Object D @

& Roles and administrators (Pre.. besb3

B Users and groups

Getting Started
D single sign-on I

¥ Provisioning

B Application proxy & 1. Assign users and groups -3 2. Set up single sign on

Provide specific users and groups access Enable users to sign into their application

& Self-service
to the applications using their Azure AD credentizls

Security
®& Conditional Access

o Permissions

@ Token encryption @ 3. Provision User Accounts 4. Conditional Access

Automatically create and delete user Secure access to this application with a
Activity accounts in the application customizable access policy.

Get starte .
D sign-ins

Step 4

Home > Browse Azure AD Gallery > Tutorial S50 App

3 Tutorial SSO App | Single sign-on - x

Enterprise Application

«
. Select a single sign-on method  Help me decide

i overview

[ oeployment Plan

Manage ® Disabled .:‘:3 SAML
Single sign-on is not enabled. The user Rich and secure authentication to
il Properties won't be able to launch the app from applications using the SAML (Security
: My Apps. Assertion Markup Language) protocol.
& Owners

&, Roles and administrators (Pre...

& Users and groups

P single sign-on

 provisioning ﬁ Password-based (a-) Linked o
Password storage and replay using a Link to an application in My Apps

B Application proxy web browser extension or mobile app. and/or Office 365 application launcher.

@ Self-service

Security

& Conditional Access

&a Permissions

@ Token encryption

Activity

D sign-ins

Step 5

July 16, 2024 © Ingram Micro, Inc. All Rights Reserved. Page 11 of 24


https://connect.cloudblue.com/wp-content/uploads/2021/07/newapp4.png
https://connect.cloudblue.com/wp-content/uploads/2021/07/newapp4.png
https://connect.cloudblue.com/wp-content/uploads/2021/07/newapp5.png
https://connect.cloudblue.com/wp-content/uploads/2021/07/newapp5.png
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/single-sign-on/
https://connect.cloudblue.com/community/modules/account/single-sign-on/
https://connect.cloudblue.com/community/modules/account/single-sign-on/azure-active-directory/
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/single-sign-on/

[
CloudBlue

L
CloudBlue

Account

B cenenl
&2 Users
B Gouws
E Contacts
G Links
Service terms
!l Helpdesk

Notifications

¥ Reports

@ Audit Trail

Documentation > Modules > Account Settings > Single Sign-On > Azure Active Directory

<  Domain Details

erprise Application
Domain Status Default Auth Mode
W Overview
cloudblue.com @ Verified Built-In
OM-863-428 Deployment Plan
Manage Read the co
DOMAIN SETTINGS SAML SETTINGS EXCLUSIONSY

Service Provider Details

Entity ID

https://connect.cloudblue.com/saml/IDP-391-324-781/met,

single Sign On Service URL
https://connect.cloudblue.com/saml/IDP-391-324-78 Moginy
B TTP. A ons: s

Single Logout Service URL

https://connect.cloudblue.com/saml/ID|

B TP

Microsoft Azure

£ Search resources, services, and docs (G+/)

Home » Front Street Inc > Enterpr

se applications

Properties

(1]

& oOwners

Provisioning
B application proxy 9

© self-service

Security

& Conditional Access
1-324-781/logo
& Permissions

SP Certificate File @ Token encryption o
“ £ oafl.o Activity

SP Metadata File D sign-ins

® sp_metadata.x -

Step 6

Microsoft Azure £ Search resources, services, and docs (G+/)

catior

i Overview

[ peployment Plan
Manage

il Properties

& Owners

&, Roles and administrators (Pre...
& Users and groups
D single sign-on

¥ Provisioning

B Application proxy
& Self-senvice
Security

& Conditional Access
& Permissions

W Token encryption
Activity

D sign-ins
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Tutorial §!

| SSO App | SAML-based Sign-

Upload metadata

o Basic SAML

Identifier (Ent
Reply URL (A
Sign on URL
Relay State
Logout Url

e User Attribu

Basic SAML Configuration

-]

Identifier (Entity ID)* ©
The default identifier will be the oudience of the SAML response for IDP-initiated S50

Tuto

Tutorial SSO App | SAML-based Sign-on

“ Upload metadata file |7 Change single sign-onm.

gle Sign-On with SAML

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State

Legout Url

User Attributes & Claims

givennsme
surmame
emailaddress

name

Unigue User identifier

SAML Signing Certificate

Status
Thumbgrint
Expiration

Default

http://cloudblue frontstreet.com/public/v1 /auth/ss0/1DP-123-123-123/metadata

v O @

Reply URL (Assertion Consumer Service URL) *

The defoutt reply URL will be the destingtion in the SAML response for IDP-initiated S5O

Default

hitp://cloudblue frontstreet.com/public/v1 /auth/sso/IDP-123-123-123/login

givennami
surname
emailaddress
name
Unique User

o SAML Signir

Status
Thumbprint
Expiration

Sign on URL @

| Enter a sign on URL

Relay State @

Enter 3 relay state

o

Step 7
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3= Settings v

I
CloudBlue

Settings & Domain Details @ Tutorial SSO App | Token encryption
Enterprise Application
B ceneal Domain Status Default Auth Mode
W Oveniew

2 Users cloudblue.com @ Verified  Buitin @ Piease import and make active 3 certficate to enable to

3428 @ Deployment Plan

Status Key Id

B Goups Manage
DOMAIN SETTINGS AML SETTINGS EXCLUSIONS

11l Properties

B contacts
= & Owners

&3 Links 8. roles gpfagminisirators (Pre.

Service Provider Details

2 g and groups
Service terms
Entity ID single sign-on
M) Helpdesk https://connect.cloudblue.com/saml/IDP-391-324-781/) P Provisioning
B Application proxy
Notifications single Sign On Service URL

@ self-service

om/saml/IDP-39#824-781/loginy

s~ Reports Security

: Sign O single Logout Service URL W& Conditional Access
IR single Sign 0 https://connect cloudblue.copifsaml/IDP-391-324-781/logo
Binding: HTTP-Redirect & Permissions
Q Audit Trail
Token tion
o SP Certificate File @ Token encryptiol
@ spcert Activity
'SP Metadata File D sign-ins
[ ¥ etadata.xm| il Usage & insights -

Step 8

Microsoft Azure £ Search resources, services, and docs (G+/)

Home 55C D
@ Tutorial SSO App | Token encryption *
Enterprise Applicatios
“ T Import Certificate
& overview =

) Please activate a certificate to enable token encryption
[ peployment Plan

Manage Status Key Id Start Date Expiration Date Thumbprint

Inactive 4730462c-a6b8-4c18-8571-... 12/21/2020, 11:50:17 PM 12/20/2025, 11:50:17 PM Thum b okl ok .

il Properties
I\ Acti temkenen:rypmu..l
& Owners

] Delete token encryption ...
&, Roles and administrators (Pre.

& Users and groups
D single sign-on
P Provisioning

B Application proxy

& Self-service

Security
& Conditional Access
& Permissions

@ Token encryption

Activity
D sign-ins

il Usage & insights -

Step 9

1. Access the Enterprise applications section from your created Azure Active Directory.
2. Click the Create your own application button under Browse Azure AD Gallery.
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3. Enter your application name and select the Integrate any other application you don’t find in the gallery (Non-

gallery) radio option. Thereafter, click Create to create your enterprise application.

4. Access the Single Sign-on section of your created enterprise application once the system successfully processes your

app.

5. Select the SAML option as your Single Sign-On method.

6. Click the Upload metadata file button to upload your Service Provider metadata file. Access the SP metadata file via
the SAML settings tab from your verified domain on the Connect platform.

7. Once your metadata file is uploaded to the Microsoft Azure portal, click the Save button to save your provided metadata.

8. Access the Token Encryption section and click Import Certificate to upload your Connect certificate. Download this

certificate via the SAML settings tab from your verified domain on the Connect platform. Note that Microsoft Azure

requires you to get a Azure AD Premium P2 license in order to access this section.

9. Once your certificate is uploaded, activate this certificate by accessing the ellipsis (+*) menu and clicking Activate token

encryption within the Token Encryption section.

Therefore, your SSO system and the assertion encryption will be successfully configured on the Microsoft Azure portal. Note,

however, that Azure’s token encryption usually takes from 5 to 10 minutes to start working. Don’t close your created Azure

application just yet. It is required for the Connect SAML configuration as described below.

Connect SAML Configuration

If your created application and the assertion encryption is successfully configured on the Azure portal, it is necessary to

configure Identity Provider Details and User Management attributes within your verified domain on the CloudBlue Connect
platform. In addition, you can switch the SAML authentication mode of your domain to test out your configured single sign-on
system. Note that in order to enable this mode at least one user should be added to the Exclusions list. The following steps

showcase how to successfully perform all of the aforementioned operations:

July 16, 2024

mf" search resources, serviees, and docs (G+/) 5] " & 7 A 6
jome > Front Street terprise applicat Tu A
Tutorial SSO App | SAML-based Sign-on X
T Upload metadatz file 2 Change single sign-on mode &7 Got feedback?
5% Overvie Unique User Identifier useruserprincipainame
m Deployment Plan
Manage 0 s gning Certificate
i ! Status Active
2 Thumbprint
rato \
Al adata Ur
I
I t XM| Download I
0 ..
'l configure the application to link with Azure AD
ntif
@ Token tior
Activity
D sign-ins 5 I 1 0 App
Step 1
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Documentation > Modules > Account Settings > Single Sign-On > Azure Active Directory

e vl

Home > Tutorial S50 App

Tutorial SSO App | SAML-based Sign-on

Enterprise Application
«
Il properties
& Owners
& Roles and administrators (Pre.
& Users and groups
? Single sign-on
P Provisioning
B application proxy
@ Self-service
security
& Conditional Access
#a Permissions
W Token encryption
Activity
D sign-ins
il Usage B insights
E Audit logs
& Provisioning logs

I= Access reviews

T Upload metadats fils

givenname
surname
emailaddress
name

Unigque User Identifier

Status
Thumbprint
Expiration

User Attributes & Claims

usergivenname
usersumame

user.mail
useruserprincipalname
useruserprincipalname

SAML Signing Certificate

Active

Naotification Email
App Federation Metadata Url

Certificate (Base6d)
Certificate (Raw)
Federation Metadata XML

Set up Tuterial SSO App

You'll need to configure the application to link with Azure AD.

7 Change single sign-on mode Test this application | &7 Got feedback?

Step 2

Home Tutorial S5O App SAML-based Sign-on

User Attributes & Claims

+ Add new dlaim  + Add 2 group claim

Required claim
Claim name

Unigque User Identifier (Name ID)

Additional claims

Columns

Value

user.userpnncipalname [nameid-for... ***

Claim name

http://schemas.xmisoap.org/ws/2005/05/Adentity/claims/emailaddress
http//schemas.xmisoap.org/ws/2005/05/identity/claims/givenname

http://schemas.xmisoap.org/ws/2005/05 identity/claims/name

http://schemasxmisoap.org/ws/2005/05/identity/claims/surame

July 16, 2024

Value

user.mail
user.givenname
user.userprincipalname see
user.sumame

Step 3
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I
CloudBlue

Settings

B cenea

aa Users

B Goups

E Contacts
GO Links
B senic

My Help

esk

Notifications

“¥ Reports

¢  Domain Details

Default Auth Mode
@ Verified Built-In

Deomain Status

cloudblue.com

DOMAIN SETTINGS

EXCLUSIONS LIST

Service Provider Details

Entity ID
https://connect.cloudblue.com/saml/IDP-391-324-781/metadata )

single Sign On Service URL
hitps://connect.cloudblue.com/saml/IDP-391-324-781/login 7]

& VERIFY

DETAILS

Identity Provider Details

(]

Issuer (Entity ID)

# CHANGE DEFAULT AUTH MODE :

single Sign On Service URL Upload
Single Logout Service URL B Federation
B hitps:/connect cloudbiue.com/saml/IDP-391:324.781/logout n} Metadata XML
@ Audit Trail Single Logout Service URL

e
CloudBlue

Settings
B cenera

aa Users

B Goups
DOMAIN SETTINGS T EXCLUSIONSLIST  DETAILS
B contacts
GD Links
Users Management
B sewviceterms Configure mapping b users using ion attribute:
M Helpdesk USER ATTRIBUTE SAML ATTRIBUTE NAME
Notifications 5"'9'""‘ "D[ ) . http://schemas.xmisoap.org/ws/2005/05/identity/claims/givenname P
Ju tifie a user in the IDf
4% Reports E"‘“’" . ) itp://sehem as xmIsoap, org/ws/2005/05 /identity/claime/emailadaress Vi
que immutable email of a user
R : ru'! Narne ‘(DID"D"E‘)_ hitp://schemas xmisoap, org/ws/2005/05/identity/clsims/name Vs

'SP Certificate File
=

SP Metadata File

=

Step 4

v

¢«  Domain Details

Default Auth Mode
@ Verified Built-In

Demain Status

cloudblue.com

IDP Certificate File

w

A, Mighty Mick's L

“ Distributo

@ VERIFY # CHANGE DEFAULT AUTH MODE :

Password Management Notice

Your password is managed externally, please visit htt;
or contact your support team

Step 5

to change your password
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T settings v HELP

Settings « Domain Details © VERIFY  / CHANGE DEFAULT AUTH MOI
E fener Domain Status Default Auth Mode

cloudblue.com @ Verified Built-In
aa Users 4

DOMAIN SETTINGS SAML SETTINGS EXCLUSIONS LIST DETAILS
B contacts  E—
& Links The following list of users will use the specified authentication mode, regardless of the domain defaults.
B servicetem: Pp—
| USER EMAIL AUTH MODE

Christopher Hicks %, & terra hamilton@example.com Built-in
Notifications USh-3473-932 ADSF 11EB-ABB3 024

Frank Bowen anthony.hoffman@cloudblue.com SAML
4% Reports 5 AOSFOF46-9C56-11EB-ABB3-02424

v 10 ~

Step 6

I o Mighty Mick's LLC .
CloudBlue H= b - w M. Distributor - Robert Balboa
Settings < Domain Details © VERIFY | / CHANGE DEFAULT AUTH MODE

a I Domain Status Default Auth Mode

cloudblue.com & Verified Built-In
22 Users 8834

B Gouws
DOMAIN SETTINGS SAML SETTINGS EXCLUSION ST DETAILS
B contacts
GO Links The following list of users will use the specified authentication mode, regardless of the domain defaults.
B Servicetems g 3
M) Helpdesk USER EMAIL AUTH MODE
Christopher Hicks %, & terra.hamilton@example.com Builtin
Notifications USR-34 ADSF 11EB-ABB3 024
. Frank Bowen anlhuny.hoffman@cloudhh{e com SAML
%¥  Report ISF FOF46-9C56-11E6-ASE
G 10 ~
o
@ Audit Trai

Step 7

1. Access the Single Sign-on section from your configured Azure application. Thereafter, download the Federation
Metadata XML under SAML Signing Certificate.

July 16, 2024 © Ingram Micro, Inc. All Rights Reserved. Page 17 of 24


https://connect.cloudblue.com/wp-content/uploads/2022/12/exlist-1.png
https://connect.cloudblue.com/wp-content/uploads/2022/12/exlist-1.png
https://connect.cloudblue.com/wp-content/uploads/2022/12/changemode.png
https://connect.cloudblue.com/wp-content/uploads/2022/12/changemode.png
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/single-sign-on/
https://connect.cloudblue.com/community/modules/account/single-sign-on/
https://connect.cloudblue.com/community/modules/account/single-sign-on/azure-active-directory/
https://connect.cloudblue.com/documentation
https://connect.cloudblue.com/community/modules/
https://connect.cloudblue.com/community/modules/account/
https://connect.cloudblue.com/community/modules/account/single-sign-on/

— Documentation > Modules » Account Settings » Single Sign-On > Azure Active Directory

CloudBlue

2. Scroll up to the User Attributes & Claims section and click the Edit button to access required user management
attributes.

3. Copy the Azure claim names under Additional Claims. Namely, it is required to copy the following claim names:
Email: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
External ID: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
Full Name: http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

4. Access the SALM Settings tab from your verified domain on Connect. Click the Edit button next to Identity Provider
Details and upload your exported Federation Metadata XML to the corresponding form.

5. Locate the User Management section of the SAML Settings tab and provide the copied claim names as SAML Attribute
Names.

6. Access the Exclusions List tab of your Connect domain. Click the Add button to specify at least one user with the built-
in authentication mode.

7. Click Change Default Auth Mode at the top-right corner of your domain details screen. The appeared wizard will help
you switch the default mode to the SAML authorization mode.

By completing the provided instruction, your Connect domain will be successfully configured for single sign-on authorization via
the Azure Active Directory. Therefore, you can add users to your authorization system and test out as described below.

Adding Users and Test Authorization

Once your single sign-on system will be successfully configured, you can create a new user on Connect and add this user to your
Azure Active Directory as well as your to your configured application. Therefore, you can test out your configured SAML
authorization. Follow the steps below to add a new user and test your single sign-on system:

|
CloudBlue

Settings Users @

B General

All users ~ C REFRESH = FILTER % SORT W COLUMNS Row e 10 -

aa Users

Groups . Y S R
B Group Robert Balboa ¥, & tbalboa@frontstreet.com Builtin 07/06/202 07/06/202 7

E Contacts L)

I single Signor

Step 1
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Add user — Step 1

Name *

Robert Balboa Jr.

rbalboajr@frontstreet com

Summary

Step 1

Ty

Home > Front Street Inc

a Users | All users (Preview)

Front Street Inc - Azure Active Directory

@

& Al users (Preview)

This page includes previews available for your evakuation. View previews —
& Deleted users (Preview) O ispeg F ” "

¥ Password reset

|J-' Search users | +7 Add filters
& User sem’ngs 1 user found
X Diagnose and solve problems Mame . Userprincipal n... Ty  User type Directory synced
Activity
D sign-ins
E Audit logs

& Bulk operation results
Troubleshooting + Support

B New support request

Step 2

+ Newguestuser [ Bulk operations ~» () Refresh /° Reset passwe

CANCEL

7' Per-user MFA

Identity issuer
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e vl

Home Front Street Inc Users

New user - X

Front Street Inc

87 Got feedback?

Create user () Invite user

Create a new user in your
organization, This user will have a
user name like

Invite a new guest user to
collaborate with your organization.
The user will be emailed an

alice@frontstreetinc.onmicrosoft.com.
want to create users in bulk

invitation they can accept in order
to begin collaborating
| want to invit

guest users in bulk

Help me decide

Identity

User name * (@0 | rbalboajr x/J@l frontstreet.com ~ |E
ain name | need isn't shown here

Name * @ [ Robert galboa . ]

First name [ Reben ~]

Last name | Balboa /|

Create

Step 2

Home > Front Street Inc

Enterprise applications > Tutorial S50 App

2 Tutorial SSO App | Users and groups - X

Enterprise Application

A7 Got feedback?

Columns

i overview
@ The application will appear for assigned users within My Apps. Set ‘visible to users? to no in properties to prevent this. —
[ oeployment Plan

Manage [ First 200 shown, to search all users & groups, enter a display name.
HH Properties Display Name Object Type Role assigned
& Owners

& Roles and administrators (Pre...
& Users and groups.
P single sign-on

¥ Provisioning

B Application proxy
©  self-service
Security

& Conditional Access
i Permissions

@ Token encryption
Activity

D sign-ins

Step 3
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e vl

Home > Front Street Inc > Enterprise applications > Tutorial SSO
Add Assignment
Front Street Inc

Users and groups

None Selected
Select arole

Selected items

Robert Balboa Jr.
rbalbogjr@frontstrest.com

Remove

Step 4

Home > Front Street Inc > Enterprise applications > Tutorial S5O App

Add Assignment - X

Front Street Inc

Users and groups
1 user selected
Select a role

Step 5
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Home > Front Street Inc > Enterprise applications > Tutorial SSO App

Tutorial SSO App | SAML-based Sign-on X

Enterprise Application

Il eroperties

& Owners

& Roles and administrators (Pre.
B Users and groups
? Single sign-on

P Provisioning

B application proxy
G Self-service
Security

® Conditional Access
s Permissions

¥ Token encryption
Activity

] Sign-ins

fd Usage & insights
E Audit logs

& Provisioning logs

“

Upload metadata file 7 Change single sign-on mode Test this application | A Got feedback?

Status Active
Thumbprint

Expiration

Notification Email

App Federation Metadata Ur
Certificate (Base64)

Certificate (Raw)
Federation Metadata XML

o Set up Tutorial SSO App

You'll need to configure the application to link with Azure AD.
Login URL

Azure AD Identifier

Logout URL

View step-by-step instructions
o Test single sign-on with Tutorial S50 App

Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.
Test

Step 6

Home > Front Street Inc > Enterprise applications > Tutorial S Tast single Sigl’l-Ol‘l with Tutorial SSO APP %
Tutorial SSO App | SAML-based Sign-

Enterprise Application

Properties
Owners.
Roles and administrators (Pre

Users and groups

® B R

Single sign-on

&

Provisioning
B Application proxy
@ self-service
Security

® Conditional Access

% Permissions

W Token encryption
Activity

3 Sign-ins

fl Usage & insights
E Audit lags

ﬁ Provisioning logs

July 16, 2024

« T Upload metadata @ Microsoft recommends installing the My Apps Secure Sign-in Extension for autamatic error capture and resolution guidance. Make sure you
allow third-party cookies if you have installed it but this message still shows up.
Status
Thumbprint
Expiration Please make sure you have configured Tutorial S50 App before testing.
Notification
App Federatl] | Sign in as current user
Certificate (8]
Cartificate (R} ‘ Sign in as someone else {requires browser extension)
Federation M

Resolving errors

© | iupru  youencounter an eror in the signin page please paste it below. If you stil see the same ssue, please wait for couple of minutes and
retry.
Youllneedtc  What does the error look like? o
Login URL
Azure AD ide Request |d: 4fgec053-fb71-47de-20

Corelation Id: 53a879f5-68f1-482a
Logout URL Timestamp: 2018-03-06T23:54:10Z

View step-by Message: Ermor AADSTSI00C

Get resolution quidance
o Test single si

Test to see if

Step 6
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Singin

Email
rbalboajr. frontstreet.com

Sign up NEXT

Step 7

Please wait...

We are trying to sing you in to the authentification domain
DOM-383-231

Step 7

1. Access the Users section of the Account module on the Connect platform. Click Add User to launch the wizard and
create your test user on Connect.
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2. Proceed to the Users section from your configured Azure Active Directory. Click the New User button to add your test
user with same credentials.

3. Navigate to the Users and Groups section from your configured Enterprise Application. Click the Add user/group to
add your configured user.

4. Click on Users and Groups from the provided form. Thereafter, choose your user from the list and click the Select button.

5. Click Assign to successfully assign your selected user to your application.

6. Access the Single Sign-on section and click the Test button in case you want to test your SAML configuration. Sign in as
your current user or test your application as someone else.

7. Finally, use your created user’s credentials to sign into your Connect domain.

In case your single-sign on authorization system is configured correctly, the Connect platform will allow you to sign into your
domain by using your specified credentials.
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